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Abstract:

Scholars and policy makers long believed that norms of global openness and private
sector governance arrangements for information helped sustain and promote liberalism.
Now, these arrangements are increasingly contested within liberal democracies. In this
article, we demonstrate how the Liberal International Information Order (LIIO), a sub-
order of the Liberal International Order, generated “self-undermining feedback effects” —
mechanisms through which institutional arrangements undermine their own political
conditions of survival over time. We demonstrate that important seeds of current
contestation over the order were sown in early decisions about the governance of global
information flows and their interaction with domestic information environments over
time. We set out a broader research agenda to show how the discipline might better
understand institutional change as well as the informational aspects of the current crisis in
the Liberal International Order.



Are open international information flows compatible with democratic societies? A few years
ago, no-one would have thought to ask this question. Although there was an extensive literature
on how open information flows might destabilize illiberal regimes,' most scholars assumed that
they supported liberal domestic order and vice versa.

Now, however, there is contention within liberal states themselves over the
benefits of the Liberal International Information Order (LIIO), the arrangements through
which communication and data are governed in the global economy.? US public trust in
platform companies such as Facebook has collapsed,* while senior European officials
have warned that these companies are undermining democracy through “privatized de
facto manipulation of who you’re going to vote for.”* Such problems are leading policy
makers to question norms of openness and self-regulatory governance arrangements.’

This article examines how an apparently hitherto stable set of liberal international

arrangements has become the focus of political contention within liberal societies. We
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employ new historical institutionalist scholarship on “self-undermining feedback
effects”® — the propensity of institutional arrangements to undermine their own political
conditions of survival over time — to understand how this happened.” Our account shows
how current contestation had its origin in earlier disputes about the governance of global
information flows and their interaction with domestic information environments.

We demonstrate this dynamic by focusing on the aspects of the LIIO responsible
for managing the Internet and digital communication. In the 1990s, the order escaped the
grasp of traditional multilateral arrangements such as the International
Telecommunications Union (ITU), as the Internet led to massive increases in information
flows and convergence in communications technologies. These flows seemed to bolster
liberal democracies, while corroding the control of illiberal states, which came to see the
information order as an existential threat. The United States and US technology
companies supported the creation of a private-sector led information economy and
governance system, while illiberal states adapted to a hostile international environment
by changing their domestic practices.

These choices had unexpected consequences. Illiberal states converted openness
into a vector of attack, redeploying domestic insulation tactics to target democratic states,

while private actors allowed governance structures to drift away from their objectives.
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This has provoked new contention in liberal states over open international information
flows and private sector governance.

The paper contributes to important scholarly debates. First, we provide a better
understanding of the role of information in world politics. As Beth Simmons (2011, 589)
argued, international relations has yet to understand how “new ways of producing and
communicating information [have] changed the nature of power among states [and]
altered the relationship between governments and the governed.” We show how
information shaped and is shaping the evolution of the LIO. As the editors of this special
issue have suggested, the LIO includes a variety of ‘sub-orders.” We explain how one
suborder - the LLIO — has changed over time, integrating hitherto disconnected debates
about global Internet governance, the comparative politics of information control, the
origins of the platform economy and transnational disinformation. Rather than viewing
illiberal disinformation attacks as an exogenous shock to liberal societies, we demonstrate
how they emerged from the LIIO itself.

Second, we show how the relationship between domestic and international
liberalism can work differently than commonly supposed. Apparently mutually
reinforcing aspects of the liberal order (international institutions above states, flows of
money, trade and information between them and domestic institutions within them) may,
under changed circumstances, be mutually undermining.

Third, we contribute to the study of change in international politics and the future
of the LIO. Current debates about the LIO often begin from the efforts of Daniel
Deudney and John Ikenberry (1999) to develop an account of ‘structural liberalism’ as a

counterweight to realist pessimism. These arguments rely on an increasing returns logic



in which success feeds on success, creating the conditions for its own continued growth
and resilience. However, as the introduction emphasizes, key challenges to the LIO come
from within. We demonstrate how institutions may undermine their sustaining conditions,
generating change not through external shocks like war but through gradual internal

decay and repurposing.

The Liberal International Information Order (LIIO) —

Openness and Private Actor Governance

What is the LIIO, and how does it affect politics? We define an information order
as the norms and governance structures that shape communication and data in the global
economy in a given period. Like other aspects of the LIO, the LIIO is a sub-order, which
bridges international and domestic liberalism in the relevant issue domain. The current
information order is “liberal” because it supports free flows of information across
borders, facilitated both by international civil rights and a variety of private sector
governance arrangements regulating data.® This reflects not only the initial preferences of
liberal states such as the US, but the preferences of the private actors to whom they
delegated governance.

The current order’s norms emphasize the benefits of open information flows
while its governance arrangements rest on private actors. Of course, this is not the only

possible LLIO. In the post war period, the LLIO provided common technical standards
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around a norm of interconnection but allowed states considerable room to intervene on
issues of price and market access.” The governance structures involved institutions such
as the ITU where states had an interest in cooperating, and unregulated contestation
where they did not.!? Different norms and/or governance structures may also characterize
sub-domains of communication such as satellites, television broadcasting, voice
telephony and Internet communications.

The growth of the Internet in the 1990s radically challenged the order. The
Internet was organized around principles of open access that made it easy for local
information networks to join the global communication infrastructure (hence, the
Internet’s name, which was derived from “Internetting”).!! It also relied on a content
neutral set of protocols (the TCP/IP protocols), which did not in principle distinguish
between voice telephony, text transmission or audiovisual broadcasting. This threatened
to reground global information flows and their associated norms and governance
structures on the common platform of the Internet.

Changing technology further enabled a political effort by the US to shape the
LIO according to its “Open Door” understanding of the liberalizing consequences of the

free exchange of information,!? shifting governance structures from multilateral bodies
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like the ITU to private actors like the Internet Corporation for Assigned Names and
Numbers (ICANN), a non-profit organization incorporated under Californian law to
regulate the Internet’s domain name system, and to platform company Terms of
Service.!?

Private actor governance arrangements were bolstered by domestic laws like
Section 230 of the US Communications Decency Act, which insulated firms from private
action and allowed them to voluntarily remove content without legal liability,
encouraging them to set up private schemes of regulation.!* The US prevented the ITU
from expanding its jurisdiction to the Internet, specifically excluding it from the
international forums where it negotiated the new arrangements with its allies.!> New
ideologies of “multistakeholderism” and self-regulation gave firms and technical experts,
often based in the US and in Silicon Valley, the effective ability to regulate themselves,
and a large stake in the governance process.

The new LIIO had political consequences. Both liberal states and illiberal states
want to preserve their own forms of domestic rule. Open global information flows
seemed to reinforce the internal governance arrangements of democratic states, which
rely on decentralized decision-making and communication structures. Illiberal states, in

contrast, feared that open flows would undermine their control over information and the
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ability of regime outsiders to coordinate.!® The previous LIIO, which was based on
multilateralism and national control, made it easier for illiberal states to block changes
that might undermine their domestic rule than the new LIIO, which shifted key aspects of
decision making from national governments and multilateral settings to private actors that

might not be responsive to governments.

Stability and change in the LIIO

Our central question is how the LIIO has come to be contested within liberal
states. Classic accounts emphasized an increasing returns logic, in which the order
strengthens its foundations by reshaping the interests and beliefs of its participants. This
approach explains early phases of the LIIO, but provides little guidance on when orders
may undermine their own political support. We employ recent historical institutionalist
scholarship to offer an alternative account, emphasizing how institutions may generate
endogenous dynamics that undermine themselves. We briefly review the increasing

returns logic before introducing our alternative approach.

Increasing Returns and Digital Liberalism

Most standard accounts of the LIO rely on an understanding of institutional

change developed by John Ikenberry and his colleagues.!” They deployed historical
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institutionalist arguments about path dependence and feedback between institutions and
interests to argue that liberal institutions could transform relations among states, reducing
the fear that power asymmetries would be used by great powers to the disadvantage of
smaller ones.!'® Liberal internationalism and domestic liberalism reinforced each other. In
the World War II order, “institutions created at the early moments of postwar order
building ... have actually become more deeply rooted in the wider structures of politics
and society of the countries that participate within the order”.!” Over time, the universe of
liberal states would expand: “free trade can spread and strengthen liberal democracy. The
expansion of capitalism ... tends to alter the preferences and character of other states in a
liberal and democratic direction, thus producing a more strategically and politically
hospitable system.”?’ As Ikenberry later described it, “the institutional logic of increasing
returns is useful in explaining the remarkable stability of the post-1945 order among the
industrial democracies.”?!

Simple increasing returns type arguments underpinned US policy toward the
LIIO. US actors were able to restructure the LIIO because of the rise of the Internet and
the end of the Cold War. They believed the LIIO’s governance structures and stress on

communication openness would become self-reinforcing over time, strengthening

democracy within liberal states and spreading democracy and liberal values to currently
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autocratic regimes.?? The framework was developed in close consultation with US
business, privileging open access to the global infrastructure and interoperability, on the
belief that free flows of information, like free flows of trade, would both help American
business and create a more liberal world. 2

Scholars too argued that social media would strengthen democracies, making it
easier for individuals to organize and participate.>* As open platforms for communication
and information spread across the world, they would empower domestic political actors
committed to liberal political principles to press for concessions that would cement and
widen their freedoms, expanding information exchange and democratic norms in a
virtuous spiral.?

As in the LIO more generally, the increasing returns argument expects that the
LITO will reinforce itself over time, as open communications and private actor

governance arrangements strengthen liberalism on both the international and domestic

levels.

Self-undermining Feedback

While such increasing returns arguments help explain the steady expansion of the

LIIO, they are less well positioned to understand challenges within it. Here, we draw on
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an alternative strand of historical institutionalist work, which focuses on incremental and
endogenous change, in contrast to path dependence models, which emphasize increasing
returns, exogenous shocks and punctuated equilibrium. This helps make sense of how the
key elements of the order — openness and private actor governance — have become
sources of contestation.

Self-undermining feedback effects have not received sustained attention in
international relations, although they feature prominently in the comparative and
Americanist literature on historical institutionalism.?® It has been two decades since
historical institutionalist arguments about increasing returns and path dependence were
imported into international relations scholarship about the LIO. In the intervening period,
historical institutionalists have become notably more skeptical about straightforward path
dependence arguments, which are “better at articulating the mechanisms of reproduction
behind particular institutions than ... at capturing the logic of institutional evolution and
change.” 2’

This has led scholars to move away from studying “exogenous shocks that bring
about radical institutional reconfigurations,” instead focusing on “shifts based in

endogenous development that often unfold incrementally.”?® Historical institutionalist

assumptions that institutions were highly stable gave way to the realization that they
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changed gradually thanks to endogenous forces, giving rise to a complementary literature
among formal modelers on how institutions might affect the parameter values that made
them possible, potentially stabilizing or undermining them,? and a new literature in
historical institutionalism on self-undermining feedback loops.3® The latter occur when
existing institutional arrangements generate dynamics that undermine the political
support that allowed them to come into being. Most recently, synthetic accounts look to
bridge the work of scholars like Pierson (who pioneered the study of path dependence
and increasing returns) with those who focused on endogeneity such as Hacker and
Thelen, so as to understand how this may occur.

Such arguments see institutions less as equilibria than sites of contentious politics,
riddled with contradictions and tensions.*' These contradictions may result from political
compromises during enactment, incomplete implementation, intentional disruption
efforts, or unintended dynamic consequences that unfold over time. Regardless of the
source, they generate incentives for disadvantaged political actors facing veto points or
institutional roadblocks to experiment with ways to protect and defend their political
interest, potentially expanding the choice set for political actors seeking to alter the

institutional context in future rounds of contestation.??
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This new consensus looks to understand the specific mechanisms of endogenous
change and institutional decay and transformation, focusing in particular on “conversion”
and “drift.” 3> These two mechanisms may complement each other in specific empirical
situations, but are analytically distinct. Conversion happens when “political actors are
able to redirect institutions or policies to new ends — that is, use them for purposes
beyond their original intent.”** For example, Hacker, Pierson and Thelen argue that
private actors were able to use the “preliminary ruling mechanism” of the European
Court of Justice in unexpected ways to challenge national policies that they disliked,
greatly increasing the restrictive force of European law for European Union member
states.

Drift occurs when institutions are difficult to modify, even when their
environment has shifted, so that they produce unexpected effects. All that protectors of
the status quo need do is to block reforms by those who want to fix the institutions.
Hacker, Pierson and Thelen describe how political actors such as Alan Greenspan
celebrated the way in which “technological change” allowed “existing regulatory
structures to be bypassed, ... allowing market-stabilizing private regulatory forces [to]
gradually displace many cumbersome, increasingly ineffective government structures.”>>

They note that the “failure of policymakers to respond to new market behaviors and

technologies” was partly the result of intense lobbying by the financial industry. Another
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classic example comes from welfare systems that fail to index benefits to inflation,
reducing effective payments over time.

Hacker, Pierson and Thelen suggest that conversion and drift are most likely to
occur when there are very limited opportunities for the formal revision of policies or
institutions, e.g. thanks to multiple veto players. They argue that these mechanisms
“overcome the sharp dichotomy once posed between moments of openness when
institutions are crafted and highly constrained processes of reproduction once institutions
are in place.”® Hence, they provide an alternative historical institutionalist understanding
of institutional trajectories to the increasing returns arguments that international relations
scholars have imported.

In this article, we adapt these arguments on self-undermining feedbacks to global
politics, where the tensions and contradictions between international institutions and
domestic political regimes open up new space for political change, generating feedback
processes, which not only limit the extent of an order’s domestic penetration, but may
undermine key aspects of the order.’’

This account suggests that illiberal states faced considerable challenges in the
current LITIO. Information openness potentially helped regime opponents to mobilize and
organize against the elites. As a wide ranging comparative literature on ‘dictators’
dilemmas’ notes, illiberal states face tradeoffs in (a) controlling their societies, while (b)

allowing actors within those societies sufficient information to e.g. engage in growth
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promoting economic activities that mitigate other possible threats to the regime.*®
Communications technologies such as social media can help to mitigate these trade-offs
but only if they were tightly controlled,* which the LIIO made more difficult.

Despite repeated attempts, illiberal states could do little directly to change the
order itself, since liberal states controlled key veto points. Hence, they sought just the
opposite, to insulate themselves from the order, using domestic institutions and digital
networks to create structures that would defuse internal challenges.*® Some of these
structures were highly effective (notably: in China and Saudi Arabia), and others only
intermittently so (Iran, Egypt, Tunisia). In addition to direct censorship, illiberal states
developed novel strategies to respond to the external constraints imposed by the LIIO.
They increasingly experimented with new information manipulation methods such as
surveillance, friction, and flooding, to divide actors who might mobilize to constrain or
even overturn domestic rulers.*!

This, however, did not involve simple second-image reversed dynamics of global
pressure leading to domestic insulation. We are now in a third stage, where the
unanticipated consequences of the liberal information order for liberal states are

becoming clear. Domestic liberal institutions may as readily be drowned by a surfeit of
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information as starved by its lack. As described by Tim Wu, under open information
orders, “it is no longer speech itself that is scarce, but the attention of listeners.”*?

This has set off self-undermining processes that are reshaping the two key
features of the LIIO — openness and private actor governance. Illiberal states that were
unable to contest the LIIO directly discovered that information techniques that helped
promote domestic stability might potentially promote instability in liberal ones. Indeed,
standard assumptions that technology exports from liberal to illiberal states may
undermine political stability may have been thrown into reverse, as illiberal states sought
to convert openness into a vector of attack.

At the same time, private actor based governance structures underwent
institutional drift as internal organizational priorities diverged from governance
objectives. As platform companies turned to data-driven advertising, their business model
increasingly clashed with liberal political governance principles. New media ecosystems,
driven by the imperative to maximize ‘engagement,” favored controversial and fringe
material, while offering opportunities for political entrepreneurs to exploit and widen
fissures in political knowledge.** The combination of illiberal states converting open
information flows and private actor governance institutions drifting from their original
purpose generated new tensions with democratic societies.

This account contrasts with more conventional arguments that would invoke

either two-level games style interstate bargaining or second image reversed-style claims
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to explain the results of contention. These would expect illiberal states to seek to stabilize
their rule against the threat of open communications flows either through international
negotiations or domestic policy. Both expect durable equilibria, where illiberal forces
either succeeded or failed to change global rules so as to block information openness, or
where domestic insulation strategies either worked or are undermined. Our historical
institutionalist approach, in contrast, anticipates that processes of conversion or drift may
lead to changes in how the LIIO works, which in turn give rise to contention in liberal
states. This sheds light on how an open information regime that initially disadvantages
illiberal systems may come later to disadvantage liberal actors instead. Table 1
summarizes these expectations and how they contrast to alternative trajectories in the

existing literature.
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Table 1: Theoretical expectations of the relationship between LIIO and contestation

Al

A2

A3

shaped the evolution of the LIIO, contrasting our account with more conventional

Digital Liberalism

Autocratic Stability

Self-Undermining
Feedback

LOGIC

Increasing returns.
The LIIO spurs and
supports domestic
liberalization and
vice versa in a
positive feedback
loop.

Two level game and
second image
reversed. Illiberal
states contest or
insulate themselves
from open
information flows.

LIIO’s emphasis on
openness and
private actor
governance
generate new
contestation and
vulnerabilities in
the order.

EXPECTATION

Data flows foster and
strengthen democracy
at domestic level and
generate support for
open international
communication.

The open information
order will coexist with
islands of closure and
control. Illiberal states
will use international
negotiations to limit
openness.

Domestic illiberal
responses to
information openness
lead to conversion of
open information
flows, while drift
allows platform
companies to follow
business interests at
expense of domestic
liberalism, leading to
increased contention
in liberal states.

FINDING

Global information
flows have not
generally increased
democratization or
support for
information
openness.

China’s Great
Firewall offer strong
evidence of
autocratic interests in
limiting openness.
International
negotiations to
change the order have
had limited impact.

Contention within
liberal states over
information openness
and private actor
governance.
Facebook internal
documents provide
evidence of
disconnection
between platform
company self-
regulation and
liberalism.

In the following sections, we examine how self-undermining feedback processes

arguments stressing increasing returns or autocratic stability. These would respectively
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expect international level growth in the LIIO or domestic level illiberal pressure to
reform the order/isolate from it. Our historical institutionalist approach anticipates that
interactions between the domestic and international spaces are important and

bidirectional.

llliberal Challenges to the LIIO Blocked

In this section, we show how contention emerged in the LIIO, as US actors
pursued increasing returns strategies, while illiberal actors grew worried about open
information flows and sought to challenge them. Ultimately, the US-led LIIO based on
openness and self-regulation was able to skirt most of these challenges.

US leaders believed that open communications would help disseminate liberalism
globally in a virtuous feedback loop. Already in the 1990s, Bill Clinton quipped that
attempts to recreate censorship in cyberspace were “sort of like trying to nail Jello to the
wall.”** Scholars like Craig Shirky and Larry Diamond wrote about the transformative
nature of open information flows, depicting the enormous potential benefits of “liberation
technology,” which enabled “citizens to report news, expose wrongdoing, express
opinions, mobilize protest, monitor elections, scrutinize government, deepen

participation, and expand the horizons of freedom.”* “Web 2.0” social media sites such
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as Facebook, YouTube and Twitter made it quick and easy for people to publish content
that could be seen by many others.*®
Such views influenced policy and business debate as well as scholarship. US
Secretary of State Condoleezza Rice created a Global Internet Freedom Task Force in
20067, and began to actively fund efforts to develop and spread anti-censorship
technology towards the end of the George W. Bush administration. These efforts
continued under both Republicans and Democrats, as the US government:
comprehensively link[ed] the provision of the Internet in a form that enhances the
free flow of information to the development and expansion of democratic
government internationally [suggesting] a causal connection between democracy
and the free flow of information—the provision of the free flow of information
will lead to democratic government.*8
In 2010, Secretary Clinton gave a much-heralded speech, outlining a US policy
dedicated to promoting Internet freedom abroad, emphasizing the freedom to access
information, for individuals to generate content, and to participate in citizen-to-citizen
communication.*” As former State Department senior adviser Jared Cohen and then

executive chairman of Google, Eric Schmidt later argued “[oppressive glovernments ...

will find it more difficult to maneuver as their citizens become more connected” and
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“populations with access to virtual space and new information will continually protest
against their repressive or non-transparent governments online, in effect making the state
of revolutionary gestures permanent.”>°

Democratic optimism about information flows was matched by pessimism among
authoritarian states. These countries had been largely disengaged from the creation of the
LIIO in the 1990s. China had a “marginal” position in early policy debates over the
Internet,”! while Russia’s attention was consumed by its internal political and economic
upheavals. They were soon worried, however, by a wave of revolutions that appeared to
be driven, at least in part, by decentralized communications networks, and were certainly
treated as such in public debate.>? Many illiberal regimes believed that social media had
played an important role in facilitating the ‘color revolutions’ in the former Soviet Union
as well as the Arab Spring. The failure of most of these revolutions to produce stable
democratic governments was scant consolation. Authoritarian governments furthermore
conflated the unplanned consequences of social media for their own stability with the
deliberate, if haphazard efforts of the US to turn social media into a global force for
change.

Russia, for example, came to see open flows as a political threat. A 2013 review
on information technology by Russian leadership concluded, “The views presented here

are strongly consistent with leadership statements in asserting that the Russian state is at
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risk at home and abroad from US and allied IW [Information Warfare] and 10
[Information Operations] specifically aiming to undermine the Russian government and
manipulate the domestic political playing field.”?

Other illiberal states had similar concerns, including China, which came to think
of Internet freedom as synonymous with regime destabilization.>* Min Jiang, a scholar of
Chinese Internet policy warned, “In the eyes of the Chinese government, most of the
discussion on the topic [internet freedom] seems more or less a plot to overthrow its rule.
American Internet giants Google, Facebook, and Twitter somehow seem like extensions
of the U.S. State Department.”>

Illiberal states such as China and Russia sought to use international negotiations
to return control of the Internet to a more traditional multilateral framework, where they
would have veto power, and to recreate an information order build around norms of
national sovereignty. Their push for change was temporarily reinforced by the

unhappiness of US allies with the LIIO’s private sector governance arrangements. Liberal

states which were more friendly to government regulation than the US saw the
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information order as threatening fundamental rights like privacy, as well as the
competitiveness of their incumbent firms.>®

The reform camp, however, was internally divided.’” Illiberal states preferred
traditional multilateral institutions such as the ITU, where they believed that they would
have greater influence. Liberal states disagreed. Some, like Japan, were willing to
acquiesce to the US position on multistakeholderism. Others, such as the European
Union, pressed for a stronger role for government, while remaining suspicious of the
motives of illiberal states. Others yet, such as Brazil, harked back to pre-Internet debates
about “trans-border data flows,” where non-Western countries had sought a real say over
the global information order.’® These disputes were complicated by predictable infighting
among international organizations and civil society actors.

These disagreements came to a head in the United Nations’ World Summit on the
Information Society, the culmination of an ITU initiative to reestablish its dominance
over global communications governance. Between 2002 and 2005, states and civil society
actors challenged the centrality of ICANN, and the US government’s control over it at a
series of meetings.’” The result of the summit was a tacit acceptance by the US that other
governments should have greater influence within ICANN — so long as they accepted the

ICANN framework. The US succeeded again in blocking any real change in the ITU’s
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role, or expansion of its authority. Other states were incapable of organizing effectively
to reverse the choices that the US had made. The consequence was that the ITU remained
moribund while an LIIO based around open information flows and private actor
governance cemented its dominance.

Illiberal states continued to seek multilateral reform of Internet governance with
little success. Russia proposed a “Convention on International Information Security” that
was intended to delegitimize interference in the internal affairs of states and strengthen
the ability of states to limit communication flows for security reasons.®® Russian concerns
were echoed at the UN by China, which argued that “practicing power politics in
cyberspace in the name of cyber-freedom is untenable.”®! When the Snowden revelations
in June 2013 showed that the US had been secretly using its privileged position in global
information networks in notably illiberal ways, it seemed that states such as Brazil (which
had been the target of extensive surveillance) might defect from the blocking coalition.
However, moderate US concessions defused the threat.

Paralysis in the ITU allowed large e-commerce firms, most of which were based
in the US, to build their own private international orders, filling in the vacuum left in the
absence of multilateralism with corporate rules, practices and Terms of Service. 6
Although ICANN played a crucial technical role, and offered some possible means of

influence, the real regime of international information flows was constructed by large
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private firms, which operated outside the control of dissident non-Western states.®® As a
result, true multistakeholderism was increasingly confined to ICANN and technical
standards, while self-regulation by firms provided most of the rest of the governance
architecture. Sometimes this led them in illiberal directions; businesses such as Yahoo!
and Microsoft censored information on behalf of illiberal states to enter their markets.®

Some of these international developments supported an increasing returns
account, while others suggested its limits. An LIIO that was based on open data flows
and private sector government survived the determined opposition of illiberal states.
However, it is at best unclear that the LIIO helped liberalism to spread globally, as US
policy makers hoped. Open data flows played a significant role in the Arab Spring and
other revolutions, but a less important one than journalistic accounts suggested.®> They
did not lead to an enduring expansion of liberalism to previously illiberal states.

As autocratic stability arguments suggest, illiberal states, which saw the LIIO as a
threat, mobilized against it. The failure of illiberal states to build a coalition with
dissatisfied liberal states and overcome key veto points meant that their preferred
approach, based on multilateralism and state sovereignty, did not gain traction. The LIIO
seemed to form an impregnable international status quo, a version of the “structural

liberalism” anticipated by Deudney and Ikenberry.
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The self-undermining institutions account helps make it clear why the ITU
remained moribund. So long as the US and its allies were willing to act as blocking
agents, preventing it from acquiring new responsibilities, the ITU was subject to drift,
incapable of carrying out its designated functions in a dramatically altered global
environment. However, the governance arrangements of the new LIIO began to
demonstrate unexpected dynamics. Platform companies had effectively become global
regulators, and increasingly deployed their power for commercial advantage rather than
because of any vestigial attachment to liberal norms, generating increasingly visible

tensions between norms and governance within the LIIO.

Conversion and Drift in the LIIO

Unable to change the global regime, illiberal states began experimenting with new
information manipulation strategies that would blunt the consequences of open
information flows.® In this section, we demonstrate how they converted openness into a
vector of attack, challenging liberal states. Moreover, we show how changes in the
business practices of platform companies led to institutional drift between their internal
economic incentives and their governance objectives. As a result of these two feedback
loops, liberal states have come to question key dimensions of the LIIO — openness and

private actor governance.

6 Boas 2006; Deibert 2008; Deibert and Rohozinski 2010.
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Digital information flows posed tradeoffs in illiberal societies. Blocking
problematic content (in the eyes of the state) was likely to lead to the blocking of content
that was popular with a country’s inhabitants. If, for example a country blocked all access
to YouTube, it was likely to make its own citizens unhappy. If, alternatively, it required
YouTube to block access to particular kinds of content, it had to recognize that this would
at best be only partly effective.®’

The country that solved this problem to its own satisfaction was China, which had
a big enough internal market that it could drive US based e-commerce firms out and
encourage the growth of economically sustainable domestic competitors that were more
amenable to censorship. The Chinese government developed a series of techniques to
censor and filter unwanted information, known respectively as the Great Firewall and the
Golden Shield.*®

Other illiberal regimes such as Russia had opened up the domestic
telecommunications sectors in the 1990s, providing access to foreign technology
companies. Facebook, Google, and LiveJournal developed significant market share in
Russia by the turn of the millennium, posing a difficult dilemma for the Russian state,
which did not then have an appropriate technological infrastructure to impose blunt (and

unpopular) censorship techniques.®

67 Zuckerman 2015.
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This led illiberal states to experiment with new domestic approaches to managing
information openness, which went far beyond censorship.”® Instead of, or as well as,
simply blocking market access, they converted private sector governance arrangements to
their own purposes. This included adopting hacking techniques such as flooding
(overwhelming systems with too much information) and doxing (using private and
potentially embarrassing information to damage opponents and discourage opposition),
moving from simply filtering unwanted speech to polluting it. Unlike traditional
propaganda, which promoted state narratives, these new techniques sought to confuse and
overwhelm the ability of people and groups to process information.”!

China and Russia started using third party agents or low level state employees to
“flood” social media platforms with propaganda and messages actively intended to sow
confusion in communities, making conversation among potential antagonists
impossible.”? In some cases, governments paid “trolls” to intervene in existing social
media conversations to shift the terrain, not directly promoting the state message so much
as injecting queries or diversions to overwhelm conversation among regime antagonists.
In Russia in 2012, for example, trolls pretending to be opposition sympathizers used
hyperpartisan content to discourage moderates within the opposition from mass protests.

Very often, the Russian government used trolls to cultivate trusted social media personas

70 Guriev and Treisman 2019.
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that then later spread political content to steer debate.”® By promoting multiple narratives,
distraction, and internal dissent within communities, they sought to stymie collective
action.”

[lliberal governments used doxing to sow further confusion and discredit
opponents, borrowing techniques developed by non-state cyber vigilantes for their online
feuds. In 2012, for example, a hacker breached the email and Twitter account of Russian
opposition leader Alexey Navalny.”> Other hacks slowly leaked information about
opposition figures to create confusion within the opposition community. As Pomerantsev
and Weiss conclude:

If at the advent of the Internet age, online activity was seen as essentially politically
liberating, a censorship-busting tool that would undermine authoritarian regimes, it is

quickly turning into a weapon for postmodern dictatorships like the Kremlin’s, which
rely more on manipulating societies from inside than on direct oppression.’®

All of these strategies deployed open communication flows — which were
supposed to reinforce the spread of liberalism — in illiberal ways. Specifically, they
sought to flood open debate with divisive or distracting material that would make it more

difficult for anyone to organize social action outside the state.”” It became increasingly
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clear that under certain circumstances, the LIIO could provide significant benefits to
illiberal rulers.”

Such domestic information techniques were converted by illiberal states for
offensive as well as defensive purposes globally. Russia, for example, targeted Ukraine
as a test case, after the election of a pro-Western government that it saw as a direct attack
on its influence in the “near abroad,” and a possible dress rehearsal for an information
attack on Russia itself. Russia sponsored a range of activities, including the use of
flooding and other domestic disinformation campaigns on an international level, hacking
election systems, promoting conspiracies and false information, and creating fake social
media accounts, which were used to generate confusion and distraction.” In his analysis
of the 2014 Ukraine conflict, Sanovich identifies the link between domestic and foreign
troll accounts:

many of the bot accounts used in this conflict were created years in advance...it is

likely that these accounts were used for purely domestic purposes (for example,

against Russian opposition, on behalf of Putin or Medvedev) before they were
deployed to wage a Russian propaganda war in Ukraine and beyond.®°

The same tactics of flooding, doxing, and disinformation were then deployed in
the US presidential election of 2016, the Brexit vote in the UK, and various electoral
campaigns in Europe. Russian operatives hacked presidential candidate Hillary Clinton’s

email server and then leaked information to the media. These activities were paired with

8 Gunitsky 2015.
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social media campaigns, where trolls sponsored by Russia’s Internet Research Agency
engaged in far reaching disinformation campaigns. Kate Starbird and her collaborators
find that Russian trolls sought to develop trusted social media personas to insinuate
themselves into conversation on both the left and right.! In 2020, Chinese state media as
well as Chinese-linked Facebook and Twitter accounts sought (sometimes ineptly) to
promote positive narratives and undermine trust in the US role in the response.??

These tactics could be employed in liberal societies as well as illiberal ones
because the self-regulatory information order had given platform businesses
extraordinary scope to build their own private governance architectures, which aimed
more to maximize profits than prevent abuse. Companies like Facebook and YouTube
constructed vast platforms that allowed individuals to upload content and share it widely
at an extraordinary and unprecedented scale. The companies monetized data aggregation
through advertising, relying on machine learning techniques that sought to maximize
“engagement” as measured by attention maintenance and clickthroughs. A confidential
internal Facebook investigation frankly described the consequences, “Our algorithms
exploit the human brain’s attraction to divisiveness,” promoting “more and more divisive
content in an effort to gain user attention & increase time on the platform.”®* In an

undisclosed 2016 self-study of the platform’s effect on far-right extremism in Germany,
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the company found that “64% of all extremist group joins are due to our recommendation
tools...Our recommendation systems grow the problem.”* The business model of
“surveillance capitalism”, facilitated by legal protections like the CDA’s Section 230, led
them to avoid traditional forms of editing and moderation where possible, relying instead
on algorithms, which made it hard for them to keep track of the behavior of advertisers
and users, let alone to moderate them.®’

These changes in the LIIO may possibly undermine the shared expectations that
liberal democracies rely on, as Adler and Drieschova argue in this special issue. There is
an extensive literature suggesting democratic stability requires e.g. mutually reinforcing
beliefs that elections are conducted with a reasonable degree of fairness so that they
reflect majority decisions, and that those who lose elections will cede power.®® We know
relatively little about how epistemic polarization (the circumstances under which people
may come to disagree over what is true and untrue) as opposed to political polarization
(increased partisanship disagreement over values) may affect these beliefs. It is plausible
that some combination of manipulation strategies (whether by external illiberal actors or
internal ones), algorithms that optimize on divisive content, and second order beliefs (e.g.
that others are puppets manipulated by Russian bots or similar) might have destabilizing

consequences for liberal societies.
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While these features of the order made it easier for illiberal states to intervene in
the politics of liberal states, it is unclear that their interventions had the specific desired
consequences. It is likely, for example, that Russian interference in the 2016 election was
less intended to help Donald Trump win, than to damage the presumed victor, Hillary
Clinton. The scholarly consensus among political scientists is that these techniques were
extremely unlikely to persuade people on a sufficiently large scale to change voting
outcomes.?” Ultimately, the questions of whether illiberal states succeeded or failed in
promoting disinformation, and the consequences of their efforts for democracy are
extremely important for political science, but hard to resolve without better data.

For our more specific purposes in this article, what is relevant is how these
feedbacks from illiberal states have had secondary consequences, leading to a new stage
of fundamental contention within the LIIO. On the one hand, these strategies are
undermining the commitment of core liberal states to self-regulatory governance
arrangements. Both the Democratic and Republican candidates in the 2020 presidential
election have called for the abolition of Section 230, with Joe Biden specifically arguing
that Russian manipulation and its interaction with platform business models justifies such
radical reform.3® In October 2019, the European Court of Justice acted to reinterpret the

EU equivalent of Section 230 (Article 15 of the E-Commerce Directive) making it
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radically easier for EU member states to order platform companies to take down
problematic content. Policy-makers in the US and Europe have called for a democratic
Internet “league,” with only limited interactions with illiberal states, and its own suppliers
of network technology, excluding Chinese telecommunications manufacturers such as
Huawei. Other key states such as India are introducing legislation that sharply limits
platform companies’ protection when they publish politically controversial content.
These various moves by liberal states signal a retreat from the open door policy that had
played such a central role in the order.

These disagreements within democratic states®® have created an opening for
illiberal states to revive the ITU, press for rules and standards that would privilege “data
sovereignty,” and potentially fragment the LIIO. In 2018, former Alphabet CEO Eric
Schmidt predicted a bifurcated Internet let by a more closed and surveillance oriented
Chinese-based system and a more open western-based one.”® Now, Russia is seeking to
create a localized Domain Name Service that would allow it to cut itself off from global
networks. China is pushing for a radical redesign of the underlying standards of the
Internet at the ITU, to facilitate centralized control, in what it calls New IP, for “New

Internet Protocol.”!
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Whether e.g. US presidential candidate Biden’s fears about Russian bots are
justified or not, they are politically consequential. Politicians across liberal states are
converging on the position that the LIIO’s self-regulatory governance arrangements are
problematic for liberalism, and that open information flows may hurt rather than help
liberal societies.

Neither an increasing returns nor an autocratic adjustment approach helps us to
understand how these challenges arose or why they are taking hold. Increasing returns
accounts of the LLIO start from the proposition that the spread of open information flows
will reinforce other aspects of liberalism. They find it difficult to explain how the core
liberal norm of the LLIO — open communications flows — could lead to contention within
liberal societies themselves. As the history shows (and autocratic adjustment arguments
expect), illiberal states sought to insulate themselves so as to protect their domestic
systems of rule. However, these theories would lead them to predict continued stalemate
between illiberal and liberal regimes, each with their own preferred rules, rather than the
development of feedback loops that could turn the logic and workings of a liberal
communications order against itself.

A self-undermining approach, in contrast, helps understand this unexpected
development as a product of conversion and drift. Illiberal states faced new challenges
from the LLIO, which they were unable to change directly. Through trial and error
experimentation, they converted the order’s norms of open communication to domestic
illiberal uses, dividing their own opposition, and potentially creating confusion and

disarray within liberal societies. These effects were amplified by drift, as the business
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incentives of platform firms to whom governance had been delegated generated political

tensions — and contention — within the liberal societies that are their primary hosts.

Conclusion

This article applies new scholarship on incremental change in historical
institutionalism to understand change in a sub-order of the LIO, the Liberal International
Information Order. We chart how key features of the LIIO — its commitment to openness
and private actor governance — have had unexpected consequences as a product of drift
and conversion. Information flows that at one point were depicted as “mass psychological
campaigns” against illiberal states are now accused of undermining liberal ones. Instead
of generating a stable equilibrium of openness through increasing returns, the information
order has been a site of on-going global contestation.®? Dissatisfied actors within the LIIO
(illiberal states) found traditional resistance strategies — intergovernmental negotiations —
largely blocked, but over time they were able to convert its norms and governance
structures towards their own purposes. This is due in part to the tensions generated by
frictions between international and domestic institutions over time,”* spurring political
experimentation that has fed back into and repurposed the LIIO.

The future of the LIIO will depend in part on how this contention filters through
the domestic political systems of liberal states. As the illiberal consequences of liberally

inspired self-regulatory governance become clear, some social media companies, such as
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Twitter, have started to implement restrictions on political advertising and sought to limit
the spread of falsehoods that might damage democracy. Others, such as Facebook have
sought to create new institutional forms that promise accountability, while in practice
continuing much as before. It also depends on international politics. Recent efforts by
illiberal states to revive the ITU as a key policy forum and liberal state concerns over
Section 230 and its equivalents in other jurisdictions suggest that the private actor
governance structures of the LIIO will enjoy less political support than in the past. More
generally, our account cautions against seeing such contention as a simple product of
exogenous attacks from illiberal states but instead as a partial consequence of the order
itself.

Our article contributes to theoretical debates by illustrating the limits of the
standard increasing returns arguments about the LIO, which are better at explaining
persistence than change, and hence are poorly suited to explaining internal challenge and
breakdown. Instead, we turn to an alternative literature in comparativist historical
institutionalism, emphasizing incremental and endogenous change processes, which can
be usefully deployed by IR scholars to meet these challenges, building bridges between
the two subfields.**

An important next step will be to better specify the scope conditions for self-
undermining feedbacks. Hacker, Pierson, and Thelen argue that dissatisfied actors are
most likely to pursue incremental change strategies when direct institutional change is

blocked. This comports with our narrative, in which illiberal states turned to conversion
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because it was clear that direct challenge to the LIIO through multilateral bodies would
fail to overcome the US control of the relevant veto points..

More broadly, our account puts information where it should be — at the heart of
research in international affairs.”® Despite the readily apparent importance of information
technology to world politics, the topic has received remarkably little attention in leading
journals like International Organization. This article provides an initial corrective,
integrating disparate debates on global Internet governance, the comparative politics of
information control, and transnational disinformation in a common framework that
demonstrates the interactions between them, that others may usefully build upon, or
disagree with.

Finally, we emphasize that if we are properly to understand the global information
order, we not only need to place it at the heart of international relations, but integrate
insights from other scholarly disciplines including computer science and
communication.”® This synthesis is urgently required, as new informational challenges
present further possibilities of global transformation. For example, new techniques such
as generative adversarial networks provide the opportunities to produce extraordinarily
realistic-seeming audiovisual content, and (some of the time) to detect it. How might
these techniques transform international politics, where distrust and sparse information

are already endemic? Even more pressing, are the possible consequences of authoritarian
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experimentation with monitoring techniques, including facial and gait recognition,
pattern detection and other characteristics.”” Might such techniques intersect with existing

798 in liberal states to create a reverse form of the

structures of “surveillance capitalism
“liberation technology” mechanism that Internet enthusiasts used to celebrate, and if so,
under what circumstances would it diffuse across states, and what would its
consequences be? How will the pressure to increase “contact tracing” in the wake of the
coronavirus pandemic change domestic and international politics? Rather than seeing
liberal and illiberal states as disconnected, we suggest that they are entangled in the same
global information structures, and may enmesh themselves further even as they struggle
to liberate themselves. The LIIO, like other aspects of the LIO, has made liberal and
illiberal states more interdependent. Once we recognize that this interdependence does

not ineluctably lead to the spread of liberalism, we can begin to think more clearly about

the new politics of the LIO, and investigate its vulnerabilities as well as its resilience.
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